
The COVID-19 pandemic turned the world — and enterprise computing — 
on end. Here’s a look at how cybersecurity teams are retrenching their 
defense strategies, rebuilding their teams, and selecting new technologies 
to stop the oncoming rise of online attacks.
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The COVID-19 pandemic has disrupted enterprise cybersecurity operations just as it has almost every aspect of 
economic and social life. Security teams, already up to their necks fighting ransomware, nation-state actors, and other 
sophisticated new threats, in March 2020 were suddenly forced to protect their organizations from new vulnerabilities 
and attacks introduced by armies of employees working from home.

Dark Reading’s annual Strategic Security Survey showed that because of the pandemic, security professionals expect 
a drastic worsening of cybersecurity challenges even as they manage with fewer staff and smaller budgets — at least 
for the short term. Organizations will lean heavily on a wide portfolio of security tools and technologies to deal with 
these emerging challenges, taking advantage of everything from endpoint devices to the cloud. But from a security 
perspective, priorities have shifted radically, as cyber teams focus on protecting remote access and endpoint products. 

The complexity of security technology, combined with difficulties in enforcing policy in a largely remote enterprise, is 
slowing cybersecurity initiatives. One positive: the rapid shift to online communications has given business leaders new 
appreciation for the cybersecurity function. Our survey indicates that top management in the enterprise has a better 
understanding of cyber-risks and the need to invest in IT security than in years past. 

Here are some key statistics from the survey:

•  70% of respondents expect the COVID-19 crisis will necessitate significant changes in their IT and security 
environments in 2021.

•  55% say the pandemic will fundamentally change their organizations’ computing and data-security strategies over the 
long-term.

• 70% say their cybersecurity staffs are stretched too thin.

• 49% say the complexity of the security environment is their biggest challenge.

•  40% expect that security challenges will become a lot harder in the near future, even though budgets and staff will 
remain the same.

• 39% have made remote access the top cybersecurity priority.

•  80% identified endpoint tools as being the most effective at dealing with cyber threats; 78% described multifactor 
authentication as the most effective technology/practice. 

EXECUTIVE
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Dark Reading Reports
offer original data and 
insights on the latest trends 
and practices in IT security. 
Compiled and written by 
experts, Dark Reading Reports 
illustrate the plans and 
directions of the cybersecurity 
community and provide advice 
on the steps enterprises can 
take to protect their most 
critical data.

Dark Reading Reports 

Survey Name Dark Reading 2020 Strategic Security Survey

Survey Date July 2020

Primary Region North America

Number of Respondents 190 IT and cybersecurity professionals at companies with at 
least 100 to more than 10,000 employees. The margin of error for the total respondent base 
(N=190) is +/- 7.1 percentage points.

Purpose Dark Reading surveyed information technology and cybersecurity professionals to 
discover concerns, priorities, and plans surrounding cybersecurity in the enterprise.

Methodology  The survey queried decision-makers with job titles that involved IT or IT 
security (cybersecurity) at predominantly North American organizations. It asked them 
about a wide range of cybersecurity issues and challenges, ranging from threats to defenses 
and spending plans. The survey was conducted online. Respondents were recruited via an 
email invitation containing an embedded link to the survey. The email invitation was sent to 
a select group of Informa Tech’s qualified database; Informa is the parent company of Dark 
Reading. Informa Tech was responsible for all survey administration, data collection, and 
data analysis. These procedures were carried out in strict accordance with standard market 
research practices and existing US privacy laws.

RESEARCH
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COVID-19 and a Sea Change 
in Security
In all the years that Dark Reading has con- 
ducted the Strategic Security Survey, no single 
event has had a greater impact than the global 
COVID-19 pandemic. In the space of just a few 
months in early 2020, the pandemic forced a 
radical refocusing on digital business and elec-
tronic communications. Quarantines forced 
entire companies from their offices and into 
work-from-home environments. Cybersecurity 
teams — already overburdened with growing 
threat sophistication and attack volumes — 
suddenly had to also contend with increased 
cyber-risk created by the need to access 
mission-sensitive, critical data from insecure 
home networks and devices. Business continu-
ity became the key focus as businesses were 
forced to open up email, sensitive applications, 
and Web services to home users.  

And the impact of those changes — initially 
thought to be temporary — is now viewed 
as a sea change in business communications. 
Seventy percent of the respondents in Dark 
Reading’s 2020 Strategic Security Survey 
expect that the COVID-19 crisis will necessitate 
substantial changes in their IT and security 
environment over the next year (Figure 1). 

Figure 1
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Figure 1

Organizations’ Cybersecurity Strategies and Processes
Please rate your agreement with the following statements.

My organization has an effective method for measuring the current
state of its security posture 
 
My organization has an effective method for measuring the effectiveness/
performance of its security department 
       
I believe that my organization’s cybersecurity staff are stretched too thin,
which may result in burnout and/or increased risk to critical data
 
I believe that the COVID-19 crisis will necessitate even greater changes in
my IT and security environments in 2021 than it did in 2020
 
I believe my organization has an effective process for measuring the
cybersecurity risk that my organization will face in the coming year
 
I believe my organization is well-prepared to respond to a major data
breach in the coming year
 
I believe the COVID-19 outbreak will fundamentally change my
organization’s computing and data security strategies for the long term
 
I believe my organization will have to respond to a major data breach
or compromise in the coming year
 
I believe the COVID-19 crisis will make it harder to find qualified security
staff than ever before
 
My organization will be forced to cut IT security budget due to the effects
of the COVID-19 pandemic
 
My organization will be forced to cut IT security staffing due to the effects
of the COVID-19 pandemic 

77%

71%

70%

70%

67%

62%

55%

52%

48%

37%

34%

Data: Dark Reading survey of 190 technology and cybersecurity professionals at organizations with 100 or more employees, July 2020

Strongly
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or disagree
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24%

26%

21%

26%

28%
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Fifty-five percent believe that the outbreak 
will fundamentally change their organiza-
tions’ computing and data-security strategies 
over the long-term. 

The pandemic has also put enormous 
stress on security staffing and budgets at 
some organizations. Forty percent of respon-
dents expect that security challenges will 
become a lot harder to manage because of 
pandemic-related fallout, but they expect 
staff and budgets to remain the same. 
Nineteen percent plan to cut back security 
staff and budget because of economic issues 
tied to the pandemic. Taken together, these 
responses suggest that most (59%) security 
professionals expect their teams will have 
to do a lot more with the same or fewer 
resources in the months ahead (Figure 2). 

And the challenges don’t end there. 
Nearly half (48%) of organizations expect 
the pandemic will make it harder to find 
qualified security staff. Thirty-seven percent 
say their organizations will be forced to cut 
security budgets due to the effects of the 
pandemic; 34% expect staff cuts.

Sam Olyaei, an analyst at Gartner, says the 
immediate impact of COVID-19 for many 
security groups was like going overnight 

from managing 3,000 employees across 15 
facilities to managing 3,000 separate offices. 
Before the coronavirus outbreak, most 
organizations were equipped to securely 
onboard between 15% and 20% of employ-
ees as remote, work-from-home workers. 
The sudden requirement to support almost 
the entire workforce this way put enormous 
strain on enterprise remote-access capabil-
ities, endpoint security, patching practices, 
and authentication requirements.

Olyaei expects that over the medium term, 
security leaders will need to focus on align-
ing their overall programs and protocols with 
the “new normal,” in which many employees 
will permanently become remote workers. 
Once the immediate crisis has passed, secu-
rity leaders will need to re-evaluate roles and 
responsibilities for cybersecurity, revisit inci-
dent-response plans and playbooks, modify 
training programs, and tweak vendor and 
third-party relationships. Over the long term, 
chief information security officers (CISOs) 
who can demonstrate success in maintaining 
data security can expect budgets and fund-
ing to remain largely intact, he says.

One direct and short-term outcome of the 
COVID-19 sea change was a reprioritization of 

Dark Reading Reports

Figure 2

COVID-19’s Impact on
Cybersecurity Initiatives
What will be the likely impacts of COVID-19
on your organization’s cybersecurity initiatives?

We will have to cut back on staffing and budget
to cope with economic issues

We will have to keep staffing and budget about
the same to control costs, but the security
problem will be a lot harder to manage 

Our staffing, budget, and risk factors will all be
roughly the same as they were before the
outbreak 

We will have to increase staffing and budget
to mitigate risk   

Don’t know

Data: Dark Reading survey of 190 technology and cybersecurity professionals
at organizations with 100 or more employees, July 2020
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security strategies and spending. When asked 
to identify the security projects that will get 
the highest priority as a result of the COVID-
19 outbreak, survey respondents pointed to 
remote-access systems (39%), virtual private 
networks (VPNs) (36%), authentication (35%), 
cloud security (25%), and protection against 
phishing attacks (29%) (Figure 3). Endpoint 
and network security also are high on the list, 
each registering as high-priority areas among 
24% of respondents.

These responses reflect concern over 
vulnerabilities incurred by workers access-
ing the enterprise network from poorly 
protected home networks. From the early 
stages of the pandemic in late February 
and early March, threat actors significantly 
ramped up attempts to break into enterprise 
networks by targeting work-from-home 
employees. Multiple vendors reported 
substantial spikes in phishing, business email 
compromise, ransomware, and other attacks 
involving COVID-19-themed lures.  

In the early days of the pandemic, attack-
ers registered tens of thousands of malicious 
domains with pandemic-related names such 
as “coronavirus,” “vaccine,” and “coronavirus 

Dark Reading Reports

Figure 3

Remote access systems  

VPNs

Authentication

Phishing/social engineering protection 

Cloud security

Endpoint security

Network security, particularly remote connections

End-user security awareness programs

Mobile security 

Insider threat protection  

Application security 

Encryption 

E-commerce security 

Prioritization of Security Projects
Which security projects or tasks will get highest priority as a result of the COVID-19 outbreak?

Note: Maximum of three responses allowed    
Data: Dark Reading survey of 190 technology and cybersecurity professionals at organizations with 100 or more employees, July 2020       

50

39%

36%

35%

29%

25%

24%

24%

19%

18%

9%

9%

4%

2%

FAST FACT

39%
have prioritized remote access 
systems as a result of the 
COVID-19 pandemic. More 
than one-third named VPNs 
and authentication as import-
ant technologies.
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mask supply” that sought to steal credentials 
or distribute malware. In March alone, Palo 
Alto Networks counted over 116,350 newly 
registered COVID-19 themed domains, of 
which some 2,022 were identified as mali-
cious and more than 40,000 others as highly 
dangerous. There have also been numerous 
reports of attacks targeting VPN products 
and popular videoconferencing services like 
Zoom and Microsoft Teams.

Consequently, a lot of the IT security focus 
has shifted to business continuity, says Eric 
Parizo, a senior analyst with Omdia Research. 
“It was a seismic shift for most enterprises 
when COVID-19 caused lockdowns across 
the globe, and many were not prepared to 
support an entirely remote workforce.” 

Hence, technologies capable of supporting 
that transition have seen sales soar, includ-
ing many legacy VPN solutions as well as 
newer tools such as those supporting Zero 
Trust access and security-driven SD-WAN 
deployments. Similarly, organizations have 
quickly realized that user devices require 
additional security, so endpoint and cloud-
based technologies have benefited from 
increased demand. Fifty-four percent of survey 

respondents say their organizations plan to 
increase their use of cloud services and appli-
cations; 27% expect cloud services usage to 
remain the same (Figure 4).

These investments may come at the 
expense of premises-based technology, 
Parizo says. “Conversely, some large security 
technologies that come with large budget 
allocations — and often require on-premises 
staff to deploy and manage — have seen 
decreased demand,” he says.

What’s Working?
While remote access and authentication 
are the immediate priority for organizations 
that must support large work-from-home 
teams, many enterprises are also rethinking 
and re-evaluating the use of other security 
technologies. Among these, security lead-
ers consider endpoint protection products, 
next-generation firewalls, and VPNs as the 
most effective at protecting against threats. 

Eighty percent of the respondents in Dark 
Reading’s 2020 Strategic Security Survey 
rated endpoint tools as “effective” or “highly 
effective” at mitigating threats to the envi-
ronment (Figure 5). Seventy-eight percent 

and 75%, respectively, placed next-gen fire-
walls and VPNs in the same category. These 
numbers are encouraging in the current 
COVID environment, given the heightened 

Dark Reading Reports September  2020  9

Figure 4

Use of Cloud Services
In the coming year, how will your organization
alter its use of cloud services and applications?

We plan to use them more 

We plan to use them less 

Our usage will stay about the same
as it did this year 

Don’t know

Data: Dark Reading survey of 190 technology and cybersecurity professionals 
at organizations with 100 or more employees, July 2020

12%
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7%

54%

12%
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concern over the increase in phishing, busi-
ness email compromise, and other attacks 
targeted at end-user devices.

“There’s an increased push to make sure 
the security functionality at the endpoint 
can both defend the endpoint and be a 
useful component in investigations and inci-
dent response,” says Fernando Montenegro, 
principal analyst, information security at 
451 Research, a part of S&P Global Market 
Intelligence. “The demands and pain points 
that security teams face may change over 
time, but the objective of quickly and thor-
oughly addressing security incidents is not 
going away anytime soon.”

Montenegro says that concerns over 
endpoint security have driven many 
changes in both product architecture and 
functionality in recent years. From an archi-
tecture perspective, there’s a significant 
shift towards simplifying the agent foot-
print on the devices, often via a single agent 
that implements different functions. On the 
functionality side, protection, detection, and 
response use cases have come much closer 
together, tied with a broad usage of machine 

Dark Reading Reports
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Figure 5

Effectiveness of Technologies
Please rate the effectiveness of the following technologies.

Endpoint protection 
Next-generation firewalls 
VPNs 
Data encryption 
E-mail security/spam filtering 
Vulnerability assessment/penetration testing 
Antivirus/anti-malware 
Identity management 
Intrusion prevention/intrusion detection 
Log analysis/security event management/security information management 
Patch management 
Application/vulnerability scanning tools 
Endpoint detection and response (EDR) 
Data loss prevention 
Web application firewalls 
Wireless security enforcement 
Third-party penetration testing services 
Network anomaly detection tools 
Managed security services 
Traditional firewalls 
Behavioral “zero-day” detection tools 
Threat intelligence services 
Tools/services for securing data in the cloud 
Sandboxing tools 
User and entity behavior analysis (UEBA) 
Network access control (NAC) 
Deception/honeypots 
Cloud access security broker 
Machine learning-based security technology 
AI-based security technology 
Blockchain 

80%
78%
75%
74%
68%
66%
65%
64%
63%
60%
60%
59%
58%
58%
56%
55%
55%
54%
54%
50%
50%
49%
48%
47%
47%
45%
39%
38%
38%
36%
23%

3%
2%
8%
3%
7%
9%
7%
3%
8%
7%

12%
11%

5%
7%
7%
6%
7%
6%
7%
9%
9%
5%
6%
8%
6%
5%

12%
8%
8%

10%
13%

17%
20%
17%
23%
25%
25%
28%
33%
29%
33%
28%
30%
37%
35%
37%
39%
38%
40%
39%
41%
41%
46%
46%
45%
47%
50%
49%
54%
54%
54%
64%

Data: Dark Reading survey of 190 technology and cybersecurity professionals at organizations with 100 or more employees, July 2020
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learning (ML) techniques, he says. There’s also 
increased bundling of broader systems-man-
agement capabilities, such as patching and 
vulnerability management, into endpoint 
products. 

“We see change being driven both by 
attacks and usage trends,” Montenegro says. 
“Data from our research programs points to 
customers looking to optimize and simplify 
their endpoint security efforts, be it via a 
more efficient footprint and backend, or be it 
by integration with the rest of their security 
architecture.”

Perhaps as a result of these trends, a 
smaller percentage of survey respondents 
(64% and 68%, respectively) identified 
antivirus products and email security/
spam-filtering tools — once the mainstays of 
endpoint protection — as effective defense 
mechanisms. Several other technologies 
received a high effectiveness rating, includ-
ing encryption tools (74%); vulnerability 
assessment and pen-testing tools (66%); 
ID management tools (64%); and intrusion 
prevention and detection products (63%).

But technology is only part of the equation. 
What practices and processes do security 

professionals consider to be the most effec-
tive at securing the enterprise against 
cyber-risk? Somewhat predictably, survey 
responses to this question focused on miti-
gating end-user borne threats. In recent 
years, numerous breaches — 90% according 
to one study in the UK — have resulted from 

inadvertent and attacker-induced human 
errors. So, it is no surprise that 78% of our 
survey respondents identified multifactor 
authentication as the most effective practice 
against threats, followed by strong passwords 
(64%) and end-user awareness training (63%) 
(Figure 6).  Security analysts consider all three 

Dark Reading Reports

Figure 6

Effectiveness of Cybersecurity Practices
Please rate the effectiveness of the following cybersecurity practices.

Multifactor authentication 
Strong passwords 
End-user security awareness training 
Incident response team 
Virus/worm detection/analysis 
Risk analysis/risk assessment 
Internal security information/event analysis 
Monitoring employee behavior 
Secure development processes/source code auditing 
Threat intelligence analysis 
Internal penetration testing 
Forensics/advanced threat detection 
Cloud security management tools/services 
Malware analysis 
DevOps 
Offensive security program 
Attacker attribution 

78%
64%
63%
61%
59%
57%
56%
53%
53%
53%
53%
51%
51%
47%
47%
45%
36%

3%
6%

10%
7%
7%

10%
9%

16%
9%

10%
7%
6%
7%
7%

10%
10%
12%

19%
30%
27%
32%
34%
33%
35%
31%
38%
37%
40%
43%
42%
46%
43%
45%
52%

Data: Dark Reading survey of 190 technology and cybersecurity professionals at organizations with 100 or more employees, July 2020

Highly 
effective or

effective

Not at all
effective or

not effective
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FAST FACT

80%
rated endpoint tools as 
“effective” or “highly effective” 
at mitigating potential 
cybersecurity threats. 
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practices to be fundamental to effective risk 
mitigation.

Other practices that ranked as highly 
effective included virus and worm detection 
(59%); risk assessment and analysis (57%); 
and security information and event analysis 
(56%). Interestingly, given the work-from-
home wave, only about half of security pros 
— 53% — described user behavior monitor-
ing as an effective security practice. This is 
consistent with the ranking of user and entity 
behavior analytics (UEBA) tools, which were 
rated as effective by 47% of respondents.

More than half of respondents (53%) 
consider the use of threat intelligence an 
effective security practice. External threat 
intelligence on new threats; vulnerabilities; 
indicators of compromise; and adversary 
tactics, techniques, and procedures can help 
companies gain better situational awareness. 
When data from threat-intelligence feeds is 
combined and compared against internal 
telemetry, organizations can get a better 
sense of their exposure to specific threats 
and vulnerabilities, experts say.  

Our survey data suggests that adoption of 
threat-intelligence practices is still maturing. 

At a macro level, roughly the same propor-
tion of organizations is using about the 
same number of threat feeds as they have 
been using over the past three years. But a 
more granular look at the data suggests 
that while some organizations are adding to 
the number of threat feeds they subscribe 
to, others are dropping them. For instance, 
19% of the respondents in our 2018 survey 

said they subscribed to at least one threat- 
intelligence feed. Last year, that number 
dropped to 14%, but this year it rose again 
to 17% (Figure 7). The data revealed a simi-
lar pattern among organizations with two to 
four threat-feed subscriptions. In 2018, 30% 
of organizations put themselves in this cate-
gory. Last year, the number jumped to 44%, 
but this year it fell again to 38%. 

Dark Reading Reports

Figure 7

Threat Intelligence Service
Does your organization currently subscribe to a threat intelligence service or feed?

Yes, one
 
Yes, two to four
 
Yes, five or more
 
No, but we plan
to add at least one
in the coming year
 
No, and no plans 

Base: 190 respondents in 2020; 150 in 2019         
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, July 2020        
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The number of organizations that say they 
have no plans to subscribe to a threat- 
intelligence feed is getting smaller, drop-
ping from 23% in 2018, to 20% in 2019, and 
18% this year. Clearly, threat intelligence is 
becoming at least a factor in most enter-
prise cyber-defense strategies.

Enterprise Cybersecurity Challenges 
Aside from COVID-19 and the IT hurdles 
it represents, security teams are wrestling 
with a variety of other challenges in 2020. 
Chief among them — as it has been for 
the past several years — is complexity. The 
adoption of cloud and mobile computing 
environments has significantly broadened 
the attack surface at many enterprises, even 
as threats have grown in sophistication and 
volume. In response, security and IT leaders 
have deployed a bewildering and growing 
array of technologies that spans from the 
endpoint to the cloud. The large-scale shift 
to remote work has exacerbated the situation, 
introducing a need for additional technology 
and a new range of security controls.

Nearly half (49%) of our Strategic Security 
Survey respondents identified the complex-
ity of the security environment as the biggest 

challenge they face (Figure 8). This figure has 
grown significantly from the 33% and 38%, 
respectively, who cited complexity as their 
top challenge in 2018 and 2019. For cyber-
security pros, complexity is an even bigger 
problem than the growth of online attacks.

“In recent years, our data shows that the 
complexity of the organization’s IT envi-
ronment creates the biggest challenge for 
CISOs,” says Jeff Pollard, an analyst with 
Forrester Research. Complexity is an issue in 
many areas of IT — technology, third-party 
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Figure 8

Managing the complexity of security 

Enforcing security policies 

Assessing risk 

Preventing data breaches from outside attackers 

Controlling user access to systems and data 

Getting management buy-in or adequate funding

Spreading user awareness 

Meeting regulatory and industry compliance requirements 

Getting professional resources and expertise

Preventing data theft by employees or other insiders 

Biggest Cybersecurity Challenges
Which of the following are among the biggest information or network security (cybersecurity)
challenges facing your company?

Note: Maximum of three responses allowed    
Base: 190 respondents in 2020; 150 in 2019         
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, July 2020    
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risk management, software and data supply 
chains, and more, he says. “CISOs secure how 
the business chooses to operate. And oper-
ating has never been more complex than 
right now.”

But complexity is just the beginning. Policy 
enforcement and risk assessment continue 
to be two other big pain points for security 
and IT leaders. Thirty-six percent and 31% of 
survey respondents, respectively, cited these 
two issues as their biggest security challenge. 
Along with complexity, these two issues 
have been at the top of the list of obstacles 
for three straight years, which suggests that 
organizations have made little headway in 
solving them.  

Many security teams are also wrestling with 
a shortage of resources, both in skills and 
budget. As previously noted, 37% of respon-
dents expect their organizations to cut IT 
security budgets, and 34% expect staff cuts 
as a result of the economic slowdown result-
ing from COVID-19. 

Prior to the pandemic, security teams had 
been growing: the percentage of respon-
dents that have between 26 and 100 security 
staff has more than doubled (13%) from the 

previous two years (6% in 2019 and 2018) 
(Figure 9). The percentage of organizations 
with between four and six security staff 
has grown as well. Even so, 70% of secu-
rity leaders already feel their organization’s 
cybersecurity staff is stretched too thin, 
heightening the risk of staff burnout and 

data breaches. Forty-eight percent of respon-
dents believe the COVID-19 crisis will make it 
harder for them to find qualified security staff 
than ever before. 

Other surveys support these results. In a 
study of 327 IT and cybersecurity profes-
sionals surveyed by the Information Systems 

September  2020 14

Table of Contents

Figure 9

1None (our
 “security people”
also have other

roles in IT) 

2 to 3 4 to 6 7 to 10 11 to 15 16 to 25 26 to 100 101 to 500 More than
500

Don’t know

Dedicated Cybersecurity Staff
How many individuals in your organization are dedicated solely to the role of cybersecurity? 

Base: 190 respondents in 2020; 150 in 2019         
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, July 2020    
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Security Association (ISSA) and the Enterprise 
Strategy Group (ESG) earlier this year, 34% 
say the current security skills shortage has 
heightened risk of staff burnout and high 
attrition at their organizations. The survey 
shows that the absence of a clear career 
development path and training options 
often makes the situation worse for IT secu-
rity professionals. 

Despite the skills shortage and the compli-
cations presented by COVID-19, most 
organizations feel that they could find the 
people they need if they were able to hire. 
In fact, fifty-seven percent of security and 
IT leaders in our survey agree that they can 
easily hire enough skilled people for their 
requirements (Figure 10).

Many CISOs are also wrestling with the 
management structure in their organiza-
tions. Only 40% of organizations report that 
the CISO is responsible for both setting 
security policy and making spending deci-
sions (Figure 11). The CIO holds both 
responsibilities in 44% of respondent orga-
nizations; in 28%, it is the CEO or president. 
When it comes to setting security policy, the 
risk-management group sets the security 

policies at more organizations (39%) than the 
CISO or other security leaders (34%). When it 
comes to spending decisions, the CFO holds 
the purse strings at nearly six in ten (56%) 
organizations, while the CISO controls secu-
rity spending in just 6% of organizations. 

“The plurality of CISOs report to a CIO 
today, and this is a massive conflict of inter-
est,” Pollard says. “The CIO and the CISO focus 

on different things. And when the CISO is 
subordinate to the CIO, anything the CISO 
drives that could impede the goals of the CIO 
becomes a problem for the CIO.”

Pollard says CISOs should report to the CEO 
and/or the board of directors in an enter-
prise, elevating them organizationally to a 
true C-level title. “CISOs should have their 
own budgets, and not exist as a portion of 

Dark Reading Reports

Figure 10

Ability to Hire Skilled Staff
Agree or disagree: We have or can easily hire enough skilled people to meet the threats our
organization will face this year.

Strongly agree

Somewhat agree

Somewhat disagree

Strongly disagree

Base: 190 respondents in 2020; 150 in 2019
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, July 2020 
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— or relative to — the IT budget, as it is for 
most [organizations] today,” he says.

Significantly, the pandemic appears to have 
fostered a better — and what many consider 
long overdue — appreciation for cyber- 
security among business leaders. Some 41% 
of respondents in the 2020 survey say their 
top management understands cybersecurity 
risks and is willing to support new invest-
ments to mitigate those risks (Figure 12). 
This figure increased significantly over both 

2018 and 2019, when only 29% of respon-
dents described their management this way.

Other surveys also indicate a shift in the 
relationship between business and the IT 
and cybersecurity organizations. Forty-three 
percent of 153 IT decision makers in a recent 
survey by Ensono state that their relation-
ships with business leaders have improved 
since the beginning of the pandemic.  

“Our observation has been that most 
companies’ IT departments performed 

admirably in the whirlwind of change that 
has occurred in the last five months,” says 
Brian Klingbeil, chief strategy officer at 
Ensono. “Companies that are well protected 
are gaining a deeper appreciation of what 
cybersecurity means for preventing disrup-
tion to operations and ultimately, business 
success.” IT leaders should consider leverag-
ing this improved relationship to get more 
involved in business decisions and influence 
senior leaders to prioritize cybersecurity 
initiatives, Klingbeil says.

Gartner’s Olyaei says now is an espe-
cially good time for security leaders to 
demonstrate the value of the cybersecu-
rity organization to business leaders and 
management in a quantifiable and tangi-
ble manner. Security groups that can help 
the organization safely navigate the new 
challenges caused by the pandemic will be 
perceived as valuable to the business; those 
that don’t will be seen as cost centers once 
the immediate crisis has passed, he says. 

CISOs and others in charge of cybersecu-
rity must ensure that their efforts are aligned 
with business requirements, whether it’s 

Figure 11

Security Decision-Makers
Who sets policy for information security in your organization? Who sets spending? 

Risk management 
Manager/department head information security/IT 
Security management/administrators 
CISO/senior security management 
CIO/VP/director of information services/IT 
Oversight committee 
President/CEO/managing director      
Internal audit 
Consultant 
Cross-functional committee 
CFO/finance director     

39%
36%
35%
34%
26%
26%
22%
21%
21%
20%
10%

5%
13%
12%

6%
19%
14%
30%
12%

6%
8%

56%

9%
19%
14%
40%
44%
19%
28%

7%
3%

22%
21%

Data: Dark Reading survey of 190 technology and cybersecurity professionals at organizations with 100 or more employees, July 2020
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implementing a new project or making a 
new hire, Olyaei says. Rather than striving 
to deliver security equally across the busi-
ness, CISOs should prioritize their efforts on 
protecting the most critical business func-
tions and operations. 

“If I am providing the same level of security 
to legal as I am to manufacturing, that will 
not work — especially in today’s environ-
ment,” Olyaei says. “Manage and distribute 
security by business value.”

A key part of working with top manage- 

ment is having good metrics by which cyber-
security can be measured. Nearly eight in ten 
survey respondents (77%) say their organiza-
tions have an effective method for measuring 
their current security posture. Seventy-one 
percent say their organizations have an effec-
tive method for measuring the effectiveness 
and performance of the security department. 
Both are critical metrics for demonstrating 
the business value of the cybersecurity effort. 

Organizations that don’t currently have 
a framework for measuring these metrics 
should probably wait until the pandemic 
crisis subsides before implementing some-
thing new, says Parizo of Omdia. 

“If an organization is using the NIST 
Cybersecurity Framework or CIS Critical 
Security Controls to measure cybersecurity 
program effectiveness, that’s fine,” he says. 
“If not, don’t try to implement a framework 
until pandemic-related changes are phased 
out.” Until then, security teams should focus 
on establishing operational visibility, under-
standing change, and analyzing how changes 
affect risk. Security teams should also focus 
on their ability to quickly detect and respond 

Figure 12

Value of Investing in IT Security 
Do you feel the top management in your organization understands the value of investing in IT
security technology and staffing?

Yes, they understand
the risks and are willing
to support new
investment
 
Yes, but they are
uncertain about how
much to invest and
are hard to convince
 
No, but we are
sometimes able to
convince them to invest
in major technologies or
initiatives 

No, and they consistently
underfund our security
initiatives as a result 

What security budget?
 
Don’t know 

Base: 190 respondents in 2020; 150 in 2019         
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, July 2020        
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when threats or security-related actions are 
necessary, Parizo says.

Cybersecurity continues to grow in its 
importance to IT, and more organizations 
are making security a greater proportion of 
IT spending. Eleven percent of the organi-
zations in our survey are spending between 
16% and 20% of their IT budget on security, 
compared to only 5% last year (Figure 13). 
Thirty-eight percent of organizations have 
allocated between 5% and 10% of their IT 
budget on security in 2020; this figure was 
only 28% in 2019.

While security might be taking a larger 
portion of the IT spending pie in some orga-
nizations, security spending overall is on the 
decline. Only 28% of organizations expect 
their IT security spending will increase this 
year, down from 35% in 2019 and 40% in 2018 
(Figure 14). Fifty-four percent expect security 
spending to remain the same in 2020, up from 
50% in 2019. And 9% of organizations expect 
their cybersecurity spending to decrease this 
year, compared to just 4% last year. 

Experts point out that while COVID-19 has 
heightened awareness of the need for better 

security in the enterprise, the pandemic’s 
economic impact has also taken a brutal toll 
on enterprise financials, including cybersecu-
rity spending.  

“I think we’re already seeing a significant, 
but temporary, pause in the hyper-growth 
cycle the cybersecurity industry has enjoyed 

for several years,” says Parizo. “With so much 
disruption to businesses as an effect of the 
overall societal disruption, some slowdown 
in spending was inevitable.” As the effects of 
the pandemic begin to subside, it’s likely that 
security spending will return to its upward 
path, he says. 

Figure 13

Security Budget
Approximately what percentage of your organization’s annual IT budget is allocated
for information security?

None

Less than 5%

5% to 10%

11% to 15%

16% to 20%

21% to 25%

More than 25%

Don’t know

Base: 190 respondents in 2020; 150 in 2019         
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, July 2020        
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Conclusion 
Thanks to COVID-19, cybersecurity teams 
have been forced to focus their attention 
on securing remote access to the enterprise 
network. Many security leaders expect their 
challenges will worsen — and that they will 

have to tackle them with smaller staff and 
budgets. Security teams have deployed a 
wide arsenal of tools to protect the enter-
prise from existing and emerging threats. 
However, technology complexity and poli-
cy-enforcement challenges continue to be 

major problems. The chaos created by the 
pandemic has made business leaders more 
aware of the value of investing in cyber- 
security, which may give security teams 
an opportunity to expand their role in the  
organization over the coming year.

Figure 14

Security Spending
How will spending on information security this year compare with last year?

Increase

About the same

Decrease

Don’t know

Base: 190 respondents in 2020; 150 in 2019 
Data: Dark Reading survey of technology and cybersecurity professionals at organizations with 100 or more employees, July 2020
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Figure 15 Figure 16

Respondent Job Title
Which of the following best describes
your job title?

IT director/head 

Information security department staff 

IT executive (CIO, CTO) 

Information security director/head 

Information security department manager 

Network/system administrator 

President/CEO/managing director 

Chief security officer 

Non-IT/security director/VP 

Chief privacy officer 

Other

Data: Dark Reading survey of 190 technology and cybersecurity professionals 
at organizations with 100 or more employees, July 2020
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8%
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Respondent Industry
What is your organization's primary industry?

Banking/financial services/VC/accounting 
Healthcare/pharmaceutical/biotech/biomedical 
Government 
Consulting/business services 
Computer or technology manufacturer/tech vendor 
Education 
Manufacturing & process (non-computer) 
Media/marketing/advertising 
Aerospace 
Construction/architecture/engineering 
Wholesale/trade/distribution/retail 
Communications carrier/service provider 
Insurance/HMOs 
Travel/hospitality/recreation/entertainment 
Utilities 
Other 

Data: Dark Reading survey of 190 technology and cybersecurity professionals 
at organizations with 100 or more employees, July 2020
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Figure 17 Figure 18

Respondent Company Size
Approximately how many employees are
in your organization?

10,000 or more 

5,000 to 9,999 

1,000 to 4,999 

500 to 999 

100 to 499 

Data: Dark Reading survey of 190 technology and cybersecurity professionals
at organizations with 100 or more employees, July 2020
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Respondent Company
Revenue
What is the annual revenue of your entire
organization?

$5 billion or more 
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$50 million to $99.9 million 

$6 million to $49.9 million 

Less than $6 million 

Government/nonprofit 

Don’t know/decline to say 

Data: Dark Reading survey of 190 technology and cybersecurity professionals 
at organizations with 100 or more employees, July 2020
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