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Despite the known risks of the vulnerabilities of relying on passwords, password problems continued to plague us throughout 2019 and into 
2020. Compromised passwords has retained its title as the number one attack vector of all time.

PASSWORD PROBLEMS PERSIST

$2.3 billion 49% 55%
credentials stolen 

in 2017 alone
(Shape Security)

password-driven cart 
abandonment rate

(Visa)

of IT leaders re-use 
a single password

(Sailpoint)

1,300 years $5 billion 1,244
collectively spent by 

humans each day 
entering passwords

(Microsoft)

cost to U.S. 
businesses each year

(Shape Security)

breaches in 2018, a 126% 
jump in exposed records 

containing PII
(Identity Theft Resource Center 2018 Breach Report)

51% 20–50% 80–90% 36% rise
of passwords are 

reused across services
(University of Oxford)

of helpdesk calls are 
for password resets

(Forrester)

e-commerce sites’ 
attempted log-ins are 

compromised by stuffing
(Shape Security)

in phishing 
attacks in 2018

(Webroot)
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Public Enemy Number One!
According to the National Institute of Standards and Technology (NIST), Identity and credential 
theft from phishing and spear phishing attacks was the number one cybersecurity threat in 2019.

Knowledge-Based Authentication, or KBA, are facts from a user’s past (financial, 
social, personal) that can be used to verify their identity.

16% of questions had answers routinely listed publicly in online 
social networking profiles

40% of users were unable to recall their answers when needed

92% of questions had answers extracted via email phishing

Google Survey, “Secrets, Lies and Account Recovery”
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The proliferation of cloud computing, mobile device use, and the Internet of Things has 
dissolved traditional network boundaries. Enterprises must evolve to provide secure user access 
to company resources from any location and device, protect interactions with business partners, 
and shield client-server and interserver communications. A zero trust cybersecurity approach 
removes the assumption of trust from users and networks. It focuses on accessing resources 
in a secure manner regardless of network location, user, and device, enforcing rigorous access 
controls and continuously inspecting, monitoring, and logging network traffic.

The zero trust model is identity centric and demands multi-factor authentication only attainable 
through a strong MFA architecture.

What are the benefits of adopting Zero Trust?

With zero trust solutions you will be able to 
gain greater control in your environment. 
Zero trust is a solution that can be 
customized for all network types. It limits 
communication by permitting only users 
confirmed by their identity fingerprint to 
access IT resources. 

Zero trust architecture is application workload 
centric and because of this security teams 
have superior control over the application 
workload itself. It is not controlled by static 
network constructs that cause it to slow down. 
Adding advanced authentication increases 
your potential to correctly verify users.

DEFAULT DENY—THE ZERO TRUST 
PARADIGM
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GETTING AUTHENTICATION RIGHT: 
THE BUSINESS CHALLENGES

Standards and 
Regulatory Compliance

•  Implementing industry-
leading regulations, 
standards and best 
practices mandate strong 
authentication

  -  GDPR, CCPA, PSD2, 
EPCS, TSA, NIAC, 
CMMC, NIST, CSF, CIS, 
CSC, IEC, PCI-DSS and 
HIPAA

Usability

• User convenience

•  Complete coverage of all 
applications

•  Frictionless experience 
for users and 
administrators

• Investment protection

Security

•  Protection against 
misused credentials and 
phishing attacks

• Zero Trust

• Passwordless

•  Converged access 
control

6



To be efficient and effective, security solutions need to be human proofed AND human friendly. Implementing 
strong security controls while enabling greater user convenience used to be thought of as an oxymoron.

Because we recognize that convenience is now a security requirement, HID Global delivers an end-toend approach 
to identity and access management. Our broad portfolio offers both security and ease-ofuse, with convenient user 
authentication solutions and flexible integration options.

THE JOURNEY TO PASSWORDLESS— 
HIGHER SECURITY, GREATER CONVENIENCE

MFA

Passwords + 2 Factor 
Authentication

Passwords

High Security

Low Security

Inconvenient Convenient

Passwordless 
Authentication
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FIDO2 is a series of specifications designed to create an authentication protocol for the web and online services. FIDO2 makes use of public-
key cryptography and other technologies to provide strong authentication when logging into online services from a desktop or mobile device. 
FIDO has recently been widely adopted and promoted among large tech companies including Microsoft, Google and Amazon as a relatively 
simple way of using a security key as a second authentication factor.

FIDO2 AND PKI

Benefits of using PKI:

•  Strong identity authentication 
for access management 

•  Identity lifecycle through 
credential management

• Encrypt documents and data

•  Encrypt end-to-end 
communications over insecure 
networks 

Moving forward FIDO2 and 
PKI will likely coexist as 
complementary technologies. 
For example, an employee could 
use a FIDO2 token as a second 
authentication factor to logon 
to the corporate network while 
browser to web server transactions 
continue to be secured by PKI.

PKI which has been widely deployed on 
the internet since the 1990’s will continue 
to be relied on for high-security identity 
authentication as well as user-device and 
device-device encrypted communications.

Benefits of using FIDO tokens:

•  Reduced risk of phishing attacks and 
password theft

•  Easy deployment with minimal changes to 
the IT environment

•  Simplified management, without a 
complex CA or crypto keys

•  Convenience for customers and consumers 
with frictionless authentication methods

•  Simple addition to online services and 
legacy applications through a standardized 
web API

Use Cases

IDENTIFICATION

AUTHENTICATION

PKI Based 
Signing/ 

Encryption

Authentication 
Using FIDO

Post 
Issuance 

of PKI 
Certificate
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No industry has been hit harder by phishing attacks than high tech. This is one reason 
companies such as Google, Amazon and Microsoft are adopting FIDO2 security devices as 
additional authentication factors. High tech, as well as many enterprises, have adopted the 
mantra of ‘multifactor authentication everywhere’ for both security and convenience including 
physically accessing facilities and online IT assets. 

LATEST TRENDS IN AUTHENTICATION: 
WHAT ARE THE LARGE TECH 
COMPANIES DOING?

Security keys have reportedly prevented breach 
from employee phishing attacks at Google.

– CNET
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The basis for the smart card is the silicon integrated circuit (IC) chip. The idea of incorporating 
an integrated circuit chip onto a plastic card was first introduced by two German engineers in 
the late 1960s. Contactless smart cards do not require physical contact between a card and 
reader. First deployed in 2004–2006 in the U.S., most contactless systems in the US and Europe 
are based on the MIFARE Standard card from NXP Semiconductors. 

Smart cards can authenticate identity. Sometimes they employ a public key infrastructure (PKI). 
The card stores an encrypted digital certificate issued from the PKI provider along with other 
relevant information. Examples include the U.S. Department of Defense (DoD) Common Access 
Card (CAC), and other cards used by other governments for their citizens.

Cryptographic smart cards are often used for single sign-on. Most advanced smart cards include 
specialized cryptographic hardware. Smart cards 
have become an important authentication factor for 
both physical and IT access control.

THE MODERN SMART CARD: WHY 
YOU MAY NEED THIS MORE THAN 
YOU THINK
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For enterprises needing MFA but seeking a simpler solution, FIDO2 may not be a fit. If a 
company is looking for a basic 2FA solution, a cloud-based authentication service could 
be suitable.

Many companies are using cloud-based authentication services as a low-touch, fast and cost-
effective way to deploy an additional authentication factor without requiring any additional 
hardware or devices. This solution works for both employee and customer authentication 
scenarios.

CLOUD-BASED AUTHENTICATION 
SERVICES

Many enterprises have complex IT environments incorporating a wide variety of platforms and 
applications, both old and new. Left unsecured, these assets, including PCs, mobile devices, 
servers, thin clients, VPN clients, Windows applications, cloud applications and even green 
screen mainframe applications, are potential targets of cyberattacks. Leaving even one of these 
systems without protection could compromise your entire network.

SECURE ON PREMISE AND CLOUD 
APPLICATIONS: COMPLETE COVERAGE

11



Many enterprises understand the convergence of physical and IT security and have put unified 
security policies in place. This has been dramatically highlighted in critical infrastructure 
industries where state-sponsored attackers have been detected using stolen IT credentials 
(i.e. passwords) to infiltrate physical operations.

HID’s converged access management solutions bridge the gap between the physical and virtual 
worlds, offering a single source to manage access control across facilities and IT networks and 
assets. Our solutions help companies across a wide range of industries, including those under 
stringent and constantly evolving security regulations.

With this increased exposure to multiple risk factors, having a strong, unified access control 
solution is more critical than ever.

CONVERGED ACCESS CONTROL

“ You need to safeguard people, plant and equipment, information and technology. It’s a complex 
ask, but good governance demands reasonable protection from physical and digital threats.”

– Jason Cherrington, CEO of Optic Security Group

What is Converged Security?

Policy & Governance

IT & Digital Security
Physical Security
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The zero trust model demands accurate identity verification only attainable 
through a MFA architecture. Adopting multi-factor authentication prevents the 
most common attacks on corporate networks, but advanced authentication goes 
beyond basic 2FA and MFA by adding risk-based factors and enabling complete 
coverage through current and emerging standards-based protocols. While 
passwords will probably be around for a while longer, attaining a high security, 
passwordless environment is the ultimate goal, and advanced authentication is 
the first step towards higher security, greater convenience.

As organizations move to adopt advanced authentication, the challenge lies 
in selecting a solution that addresses their unique requirements and covers all 
authentication use cases. This document was created to aid you in your selection 
of an advanced authentication vendor and help ensure that your choice is the 
right one for your organization.

ADVANCED AUTHENTICATION 

For more information on how HID Global’s 
advanced authentication solutions enable 
zero trust security, read our executive brief 
on Zero Trust Authentication and Beyond
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