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Banks and financial institutions are undergoing a physical transformation and 
rebirth. As logical and physical security continues to converge, access control 
and identity management continue to pose numerous challenges. In a time where 
a bank’s ability to store and safeguard customer data is heavily scrutinized, 
vulnerabilities in a security program could be more than detrimental—they are 
devastating to the bank’s brand, stock and future.

When a siloed approach to logical and physical access once was enough to 
safeguard a bank’s entire operations, managing the workforce and visitors has 
become increasingly complex. As the financial services market continues to 
disrupt, security operations must follow suit to keep up. It’s time to disrupt the 
traditional, siloed approach and transition to a unified model that converges 
identity and access management across multiple, and often different, access 
control environments. By doing so, financial institutions can:
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More easily 
keep up with regulatory 
compliance and audits 

Reduce risks, especially 
those related to 

unauthorized access 
from insiders

Realize cost-effective 
improvements in 

operational efficiencies  
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There was a time when physical security was mostly concerned with thwarting 
robberies, but the world we live in today is far more complex. The wealth in today’s 
financial institutions is not measured by finances alone—the value lies in customer 
and employee data. A breach would devastate confidence in the organization, 
leaving them open to regulatory fines and claims as well as impacting shareholder 
investment and brand reputation, with costs counted in millions of dollars as well as 
criminal prosecutions.

The bottom line is that branding is built on trust. Every interaction with your brand, 
be that physical, digital, or in the media, builds an overarching brand definition. 
Continued investment from shareholders is dependent on a strong brand they can 
trust and believe in. The visitor experience tells a lot to that user about the priorities 
and operations of the bank and can also make or break your reputation.

The entire visitor experience from the moment of arrival through departure should 
run smoothly. Anything less than a “wow” experience unfortunately reflects poorly 
not only on your technologies and processes, but it’s a poor brand experience. For 
example, when a visitor arrives, the you should already know who that visitor is 
well before they reach the front door. This can be done with by collection identity 
data via email in advance. This means excluding superfluous additional information 
during check-in and eliminating repeat processes or answering questions multiple 
times because the data is siloed. It also could include a slick, self-service sign-in 
experience using a tablet-based kiosk.  

RISK MANAGEMENT 
AS A BRAND AMBASSADOR
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Shareholders expect the employee experience to run as smoothly as possible. 
Employees expect that the building already knows who they are from their first 
day. They can enter the building with minimal interaction with the door; it should 
just open for them. They can move from one office to the next without having to 
wait for access to be granted.  

For contractors with a limited window in which to complete their tasks, time wasted 
trying to access the workplace could mean the derailment of an entire project. 
They expect to actually get to work on the first day, not spend most of the day 
trying to access the many doors and areas they need to survey in order to complete 
their assignment. Long, drawn out processes to request and grant access as well 
as provide credentials for one or more contractors can very easily spiral out into 
an inefficient burden. Contractors expect a similar, seamless process of the visitor 
experience with the additional protection and clearances that employees can 
expect, without adding drastic overhead and administrational burden.

In order to deliver this experience, the access control and identity ecosystems 
must work seamlessly together. They’re asking for unified identity and access 
management across multiple and often different, access control environments. 
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News of a data breach will spread almost instantly through the media. Proactive measures aren’t 
even enough anymore. Unfortunately, too many “proactive” financial institutions have still fallen 
victim to devastating leaks. Proactive measures are being disrupted by preventative measures 
that employ advanced machine learning techniques to reduce risk. 

Smart organizations don’t just gather and report information—they leverage business analytics, 
and the benefits are visible across many departments. Banking and financial services firms 
use analytics to reduce fraud and insider threats. Instead of treating data as alarms, predictive 
systems analyze data looking for statistical trends to measure which policies are effectively 
enforced, and which risk controls are ineffectively applied. 

Processing security logs through a machine learning engine is a smart move for banks that 
wish to take a preventative approach to threat detection and make the most of their data. A 
predictive risk analytics tool looks at a combination of existing data, known baselines, user 
behavior, and Identity and Access Management (IAM) information to manage:

PREVENTATIVE INSIDER THREAT 
DETECTION WITH MACHINE LEARNING

Identity 
information

Badge information 
and audit trails

Site access and 
hierarchies

Access levels and 
assignments
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That’s not enough by itself, but machine 
learning can quickly identify unusual 
behaviors and access attempts to set and 
detect Indicators of Compromise (IOCs).

For instance, if the security operations 
center is not notified quickly (via email or 
on their mobile devices), when an identity is 
attempting unauthorized access to a high-
risk area, they won’t be able to prevent that 
identity from causing damage. It is critical 
for the indicator to have an associated 
action. An automated action runs in 
response to a growing risk and can generate 
alerts, execute pre-defined tasks, schedule 
audits, and send email. This avoids delays 
introduced by manual processes or multiple 
layers of review. Time to action is slashed by 
up to 95%. It also enables security analysts 
to increase efficiencies and provide more 
consistent response results. 
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Here is a closer look at some IOCs and what an automated response could be:

As machine learning understands your specific business, it can build up an internal knowledge 
base around data sensitivity and role-based access. This can be combined with risk analysis 
to request additional authorization for unusual access requests. If you’re interested in using 
machine learning to gain a better insight into your workplace’s physical security operations, 
you should start collecting information now even if you’re not yet ready to apply analytics or 
machine learning. Data storage is inexpensive and the more data available for analysis, the faster 
you’ll see results. That way, if you decide to leverage a machine learning analytics program, 
you won’t need to wait several months while you’re collecting data, as this can take some time. 
Machine learning can produce results right away using the data you’ve previously collected.

IOCs Automated Response via Policy or Taken Manually

Multiple access denied 
for same person

Same badge at different 
geographical location

Multiple tailgate instances

Send manager an email 
or STOP badge for X 
repeated attempts

Send email to 
person, e.g. “Click 
to request access”

Send email to person checking, 
e.g. “Is that you?”

Complete security check of identity against 
external and internal watch list databases
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As banks transform to become more physically open, identity management 
must also adapt. Your IT department is no longer the gate keeper managing the 
identity of your workforce. 

As the physical and logical access worlds continue to converge and new 
breaching techniques and technology become more sophisticated, a simple, 
siloed approach to the management of identities into the Physical Access Control 
System (PACS) is not enough to eradicate unauthorized access that results in 
insider threats and other detrimental vulnerabilities. It’s not just about access 
control anymore; it’s about identity management—ensuring the right person has 
the right access for the right reasons. 

Unified Physical Identity and Access Management (PIAM). Many larger 
organizations are faced with multiple physical access control environments, 
making identity and physical access management challenging and costly. PIAM 
unifies the management of identities and access control policies by providing a 
single portal or user interface that acts across multiple physical access systems. 
PIAM also connects to primary IT identity and HR systems such as Microsoft 
Azure Active Directory, SAP, and Workday. 

IN THE ERA OF OPEN BANKING, 
COMPLETE CONVERGENCE 
IS NECESSARY 
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By adopting a unified approach to physical security management, financial institutions can seamlessly manage identities, their physical access 
and their correlation with physical security events in a multi-stakeholder environment while providing real-time compliance.
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Portal

Admin 
Console

Kiosk

Other 
Third Party 
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Biometrics
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Maintaining regulatory compliance continues to be a hindrance to meeting shareholder performance 
expectations. While slashed headcounts cushion profits, the volume of mandatory compliance and audit tasks 
continues to grow. This results in banking and finance institutions needing to get more done with the same or 
reduced resources; there’s a real need to “do more with less.” Streamlining security solutions and identities is one 
way to accomplish this; another is automating manual processes.

The most time-consuming compliance task, audit and attestation preparation to comply with the Sarbanes Oxley 
Act, is a major killer to productivity. By unifying logical and physical access data into a single location for analysis 
and reporting, banks have reported a 50% reduction in the time it takes to prepare for an audit.

REGULATORY COMPLIANCE REQUIREMENTS 
GROW AS RESOURCES DWINDLE 

SOX (Sarbanes Oxley Act)

Establishing and verifying the existence of robust internal controls for preventing financial fraud, mismanagement, 
and misstatement is the aim of SOX, which was enacted in 2002 after the collapse of Enron. SOX is explicitly 
inclusive of the IT infrastructure of an organization, which should provide non-repudiation functionality and easy 
auditability to support the integrity of financial transactions and record-keeping.
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Regulatory bodies are demanding more from financial institutions in terms of 
compliance, especially when it comes to IT infrastructure and access control. To 
prevent widespread corporate fraud and safeguard personal or sensitive data, 
standards governing bank behavior and systems are increasingly stringent. 
Balancing regulatory demands for enhanced accountability with the preferences 
of users who are impatient and often noncompliant is making banks walk a very 
thin line—and creating a need for holistic, adaptable security that can encompass 
both sides of the coin: protection, and ease of use.

KEY COMPLIANCE 
DISRUPTION CONSIDERATIONS

The antidote to disruption is unity. By unifying physical and logical security, banks 
and financial institutions can survive and thrive in this era of transformation. 
Through proper risk management, shifting to a preventative security program 
with machine learning, and automating manual task management, banks realize 
tremendous value and cost-savings. 

CONCLUSION
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HID Global’s HID SAFE™ for Enterprise is an ideal choice for effective, off-the-shelf 
physical identity and access management. It enables busy financial institutions to 
connect disparate physical security, IT and operational systems; automate manual 
security processes; and reduce both costs and risks.

 Reduce costs by leveraging existing physical/IT infrastructure to automate 
manual processes that reduce errors. 

 Minimize risk by vetting and authorizing identities based on role, location and 
other organizational policies. 

 Cut auditing times in half and ensure compliance with regulatory and 
security requirements through real-time reporting and automated policy 
enforcement. 

Learn more at hidglobal.com/piam, or

BUILD A UNIFIED MODEL 
WITH HID SAFE™ ENTERPRISE

REQUEST A  DEMO

https://www.hidglobal.com/solutions/identity-access-management/physical-identity-access-management?utm_campaign=iamsfin&utm_medium=content-syndication&ls=content-syndication&utm_source=contentsyndication&utm_offer=ebook&utm_detail=future-workplace-access-ebook-cta
https://www.hidglobal.com/solutions/identity-access-management/physical-identity-access-management?utm_campaign=iams-fin&utm_medium=content-syndication&ls=content-syndication&utm_source=content-syndication&utm_offer=ebook&utm_detail=future-workplace-access-ebook-cta

