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The traditional separation of physical access controls and logical security is blurred. Running a mixed environment of different types of 
authentication and access control systems for physical and cyber security is hard—modern security requires a new way of thinking.

 
The emphasis needs to change, away from disparate, fragmented systems and protocols, to a unified, portable way of managing security 
based on something we all have—our identities. Even as we travel and require new ways to access the enterprise, our identities remain the 
same.

 
A move to an identity-first solution requires converging physical and logical access and consolidating them. 
This effectively makes identity the only security perimeter that matters—create the proper levels of authentication and control around 
identities, and you solve many other problems. A unified identity management system empowers your business to: 

 • Unify identity management across physical and cyber assets.

 • Digitally transform the way you manage security.

 • Manage and audit your information for compliance purposes.

 • Create easy-to-use, seamless and consistent security processes.

 • Consolidating your two-factor and multifactor authentication needs.

IDENTITY IS THE ONLY PERIMETER  
AND SECURITY NEEDS TO ADAPT
The way that we live and work has changed. Employers and workforces are increasingly moving towards 
remote and location-independent roles. Expanding globalization requires the right levels of access at the 
right time, anywhere in the world.
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WHY DO WE NEED TO CONSIDER 
IDENTITY AS THE ONLY PERIMETER?

The workplace is now fluid, for both physical and logical access.
It’s no longer sufficient to just authenticate physical or logical access to company premises and assets, and then give that user access to 
the network. You need to flip your focus from the old paradigm of the physical and logical perimeter into virtually securing systems through 
strong identity and access management. 

Employees and customers are becoming more demanding in getting accessibility to applications and data. Focusing on an excellent end-user 
experience, that balances access and security, is a competitive differentiator.

The need to manage workplace spacing.

Regulate the number of people 
in the workplace at any one time. 

The shift to remote work means more people 
are accessing sensitive systems from their 
home or another location. 

Increased globalization means that employees are traveling to other corporate offices and 
logging in from there.

People are accessing your business network and apps from multiple different devices, and, 
if allowed, through a“Bring Your Own Device” policy.

Customers expect fast, seamless, convenient access regardless  
of their location or device.

The way we work and interact is changing rapidly, and security management needs to adapt. Consider the 
multiple ways that employees, customers, partners, and others access your workplace and our IT systems:
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Identity is the one common denominator across all use cases. It defines 
what we can and can’t across our workplace, workspaces and our 
networks and applications. It enables us to focus on our best work. If we 
can properly manage identity of people, many of the existing challenges 
with traditional physical and logical access control are removed.

Naturally, this doesn’t mean that we completely remove or replace 
physical access checks to the workplace, or logical access to certain apps, 
information, or parts of the network. These existing checks are there to 
keep people safe and secure, and ensure information can only be accessed 
by those with the right authority. 

IDENTITY IS THE 
COMMON DENOMINATOR

Focusing on identity as the primary perimeter changes 

how we think about access, and ensures we can provide 

the right level of granularity and control consistently 

across all our workplaces for everyone.
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PHYSICAL SECURITY 
SYSTEM REQUIREMENTS 
FOR MANAGING IDENTITY 
AT THE PERIMETER

Physical and logical security can suffer from a 
fragmented approach.

When there’s little to no correlation between physical access 
(location, building) and logical access (applications, systems, 
networks, data).

Manual processes introduce human errors and are prone to 
failure. Duplication of security information between systems 
creates unnecessary redundancies and can be resource-
intensive to maintain. This can make things exponentially 
harder to maintain and measure, and proves particularly 
problematic for audits and compliance.

There’s a challenge for physical security and access — identity 
must encompass multiple areas even more stringent methods. 
How do you manage both physical and identity access  
for both real-world and cyber access requirements?
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Identity and access management allows for precise analysis of behaviors 
that may compromise security. Smart algorithms can identify unusual 
activities and request higher levels of authentication or simply deny 
access. For example, if someone accesses a building outside of office 
hours, an identity-based system can flag that access. It can then require 
additional verification and approval prior to allowing network access.

Location tracking also allows for centralized control, for example, if 
someone is attempting to login from home when they would normally 
be on the premises. This empowers security teams to create fine-tuned 
controls and policies that only allow for sensitive access if people exhibit 
behaviors and other attributes within specified bounds.

COLLECTING AND ANALYZING 
DATA IN A CENTRAL SYSTEM 
ALLOWS FOR BETTER RISK 
MANAGEMENT
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Integration and centralization reduces the need to pass multiple security requirements.
In the traditional workplace, people typically need to pass multiple security checks and log into separate environments, with a username  
and password for each. As systems and processes converge, identity management can move that authentication ahead in the process.

 
This allows security teams to balance access requirements against convenience and robust authorization. Identity management integration 
with other systems, access controls, and networks allows for a better “single sign-on” experience. At the same time, a smart algorithm can 
instantly detect potential exceptions and issues, generating a requirement for additional verification where needed.

 
Identity management can consolidate two-factor authentication needs. 
Two-factor authentication requires something you know (e.g. your user account ID and password) and something you have (e.g. a security 
token.) With separate physical and logical security, users will typically need some secondary authentication for each overall security area—
meaning they might carry two, three, or more tokens, fobs, or badges

 
This can create frustration for the user, especially if they lose or forget a token. In contrast, an identity perimeter requires only a single form 
factor for physical and logical access. This provides a more streamlined experience and greater employee efficiency, as someone only needs 
to carry one item, like a mobile device. Employee convenience leads to a more favorable view of security and greater adherence to policies 
and protocols.

HOW IDENTITY MANAGEMENT 
EMPOWERS THE BUSINESS
As businesses move toward identity as the only perimeter, the tools and processes that are used to interact 
with that perimeter can become more transparent and easy to use. This consolidation brings additional 
benefits to businesses, such as conforming with compliance rules, greater adherence to security policies.
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More access controls provide greater data visibility.
Consolidating and centralizing information from an identity 
perspective gives security administrators greater visibility 
into the data. This helps in several ways: 

 • Allows for adjusting rules based on real-world usage.

 • Trains the smart algorithm on behaviors and exceptions.

 • Creates a full audit trail for every security event.

 • Supports regulatory and compliance requirements.

HOW IDENTITY MANAGEMENT 
EMPOWERS THE BUSINESS

Identity perimeters drive more robust security.
Bringing your physical and logical access together under identity 
management will deliver some key benefits: 
 
Increases the user adoption rate of credentials: Simplifying the user’s 
access and sign-on needs means they are more likely to follow security 
protocols. 

Reduces loss of credentials: If users only need to keep track of one 
physical credential, they are more likely to pay attention to it and will 
notice if it goes missing.

Lessens the need for multiple passwords: Depending on your security 
needs, an identity perimeter can reduce or eliminate your reliance on 
passwords. For example, computers can be modified for access only 
if a particular card is inserted, with access automatically being locked 
when it is removed.
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A converged approach aligns IT with facilities management. 
Bridging the communication gap between facilities management and IT allows for increased collaboration. Both areas have a shared 
objective—to protect the enterprise—and both parties bring separate but complementary expertise toward that goal.  

Departmental strategy can take account of each area’s strengths and gaps to allow for a cohesive approach toward all potential entry points 
into the business’s physical and logical environments.

 
A cloud-based approach allows for accessibility and portability of security. 
Identity management and perimeters work best as part of a cloud-based solution. A SaaS approach makes it faster and easier for enterprises 
to adopt more thorough and secure processes. Identities can move seamlessly through multiple workplaces and systems, ensuring portability 
and access. 

Cloud-based identity management software also makes sense from a capital expenditure perspective.  

Businesses don’t need to heavily invest in data centers, bandwidth, or servers. Organizations are gaining more confidence in the security 
of cloud services, and virtual cloud best practices match or are better than on-premise solutions. This combination of reduced cost, high 
reliability, and comprehensive, customizable solutions makes SaaS security an attractive option.

A cloud-based approach allows for continually updated software and no need for patching. 
Cloud-based security software provides another big advantage to security teams. It’s continually being updated and refined to enhance 
functionality and remove vulnerabilities. This means you don’t need to devote additional resources to patching and maintaining locally 
installed systems. Legacy physical or logical access controls are more susceptible to insider threats than a SaaS security solution.

HOW IDENTITY MANAGEMENT 
EMPOWERS THE BUSINESS
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MIGRATING TO IDENTITY ACCESS 
INSTEAD OF WORKPLACE ACCESS 
REQUIRES A POWERFUL, UNIFIED 
IDENTITY SOLUTION
Moving to a new security paradigm involves outside-the-box thinking 
and the right solution.

 • PIAM allows organizations to centrally manage the lifecycle of identities.

    • PIAM ensures synchronized provisioning, management, auditing, reporting, control,  
  and revocation of identities for everyone.

    • PIAM allows for more granular, accurate, and focused security risk management while   
  lowering operational costs.

    • PIAM breaks down barriers and silos in the enterprise and allows all stakeholders to   
  collaborate and communicate more effectively. PIAM consolidates requirements from   
  IT, HR, Facilities, Front Desk, Contractor Admin, and more into one central platform.

The answer is unified Physical Identity and Access Management (PIAM).
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WHAT TO LOOK FOR IN A PIAM PROVIDER
There are several PIAM solutions on the market, so how do you choose the one that’s right for your business?  
We believe you can shortlist vendors based on the capabilities of the platform:

Easily 
Scalable 

PIAM

Customization 
and Granular 

Control

Deep Process 
Automation

Comprehensive 
Auditing and 
Compliance

Add locations, employees, 
customers, and  

other requirements  
when needed 

Ability to fine-tune your 
security protocols and 

processes

Simplify analysis, 
control and risk  

management with ai  
and machine learning

Easily meet all 
of your organization’s 

regulatory needs

Aim for  
Cloud-Based 

Security 

1 2 3 4 5

Highly portable and 
accessible 

identity management

Robust 
Reporting

Gain a deeper understanding of access 
requirements and improvement across your 
software, systems, locations, devices, networks, 
and users

Real-time 
Access

6 7Instant identification and  
access management
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HID POWERS THE TRUSTED IDENTITIES OF THE 
WORLD’S PEOPLE, PLACES, AND THINGS
We make it possible for people to transact safely, work productively, and travel freely. Learn about our 
PIAM solutions and how we can protect your business. HID offers two solutions for physical identity 
and access management:

Sources: 
1. https://www.corenetglobal.org/files/CNG/PDF/coronavirus-survey-summary-findings.pdf
2. https://www.mckinsey.com/business-functions/marketing-and-sales/our-insights/adapting-customer-experience-in-the-time-of-
coronavirus

HID SAFE™ 
Seamlessly manage workforce identities, their physical access and correlation 
with physical security events—all while providing real-time compliance. 
Request a demo here.

HID WorkforceID™ 
Digitally transform your workplace access with WorkforceID - a new identity 
management cloud service from HID Global.  
Start a free trial here.
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