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In This Paper
• New technologies are changing the way many 

organizations think about their physical access 
security

• It’s best to plan physical access security upgrades as 
part of a coordinated strategy

• Opportunities to adopt new technologies will 
present themselves in the normal course of business
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Introduction

The technologies behind physical 
access control are constantly 
evolving. Smart card technology still 
reigns supreme, with good reason, 
as it meets the needs of many 
organizations today. But the steady 
stream of technological advances 
in access control means enterprises 
have a number of options available to 
them in this area. 

Some organizations might be 
intrigued by biometrics or the use of 
mobile devices as part of their access 
control strategy. Others might find 
value and reduced risk when they 
combine their physical access security 
with network access security in their 
organization.

It doesn’t make financial or 
business sense to upgrade access 
control whenever there’s a new 
development in the technology. 
Rather, organizations need to choose 
the technology that fits their needs 
now and in the foreseeable future, 
and plan upgrades as part of a 
coordinated strategy. This strategy 
should incorporate the needs of 
different physical locations, as well as 
any relevant regulations surrounding 
access and security.

Most organizations will find that 
several opportunities to upgrade their 
physical access control will present 
themselves during the normal course 
of business. This Executive Brief 
discusses nine such opportunities.

1. Merger or acquisition: 
Acquisitions often involve rebranding 
and the integration of processes, 
technologies, and systems. Many 
times this also includes the need to 
issue new access control credentials. 
The investment in new technology 
is often comparable to the cost of 
integrating two separate legacy 
systems, creating the perfect 

opportunity to migrate to a single, 
more secure system offering many 
advantages, now and well into the 
future.

2. Standardizing on a common 
system: Rapid growth and 
decentralization can leave an 
organization with the challenge of 
different access control systems 
in place over multiple physical 
locations. Advances in access 
control technology offer the 
ability to centralize secure identity 
management. Centralized issuance 
and revocation of access control 
permissions on a common system 

The investment in new technology is often comparable to the cost of 
integrating two separate legacy systems.
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ensures consistency, a higher level of 
security, and efficient use of resources 
for identity management. 

3. Facility consolidation: Adding or 
moving to new locations presents 
another great opportunity to 
standardize access control. Mass 
rebadging is much simpler to 
coordinate and manage on a single, 
centralized standard. 

4. Re-issuance process: As new 
employees join, organizations 
may manage costs by purchasing 
additional cards that work with their 
old technology. Some organizations 
may also need to change cards due to 
a new brand image or logo, creating 
an opportunity to upgrade to newer 
technology.

5. New, innovative card 
applications: Organizations that 
want to add new applications such 
as time and attendance, secure print 
management, biometrics, cashless 
vending, and more will need to issue 
some type of associated card to 
users. They can use this requirement 
as an opportunity to migrate to a 
contactless smart card that combines 
access control with these or other 
functions, enabling employees to 
carry a single card for many purposes.

Administration of these functions 
is centralized into one efficient and 
cost-effective system. Organizations 
also can seamlessly add logical access 
control for network logon to create 
a fully interoperable, multi-layered 
security solution across company 
networks, systems, and facilities. In 
the future, they can migrate to the 
convenience, flexibility, and security 
of carrying digital keys and credentials 
on smartphones and other mobile 
devices.

6. Risk management improvement: 
Either due to insurance requirements 
or to improve risk management by 
reducing liabilities, moving from an 

outdated system to a current one can 
dramatically improve security for an 
organization.

7. Changes to security 
requirements: As a result of new 
legislation or regulatory requirements, 
an organization may be required 
to increase its security. Similarly, if 
a company acquires a new client 
needing a high level of security, there 
may be requirements to improve 
access control. New building tenants 
may also trigger the need for greater 
building or campus security, either 
to protect the parent organization 
or to comply with the tenant’s 
requirements. The organization 

Mass rebadging is much simpler to coordinate and manage on a 
single, centralized standard.
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also might want to add biometrics 
as an additional authentication 
factor, and/or new visual card 
security technologies to prevent 
counterfeiting.

8. Leveraging government sector 
technology investments for 
even higher security: In addition 
to Personal Identity Verification 
(PIV) cards used by U.S. federal 
agency employees, two additional 
credentials have been defined: 
the PIV-Interoperable (PIV-I) card 
for government contractors, and 
Commercial Identity Verification (CIV) 
cards for commercial users. PIV-I 
and CIV cards enable organizations 
to implement the highest levels 
of security including strong 
authentication at the door.

Access control systems can 
be upgraded to CIV by simply 
augmenting existing panels and 
door controller functionality without 
having to rip and replace the existing 
infrastructure.

9. Security event: The unfortunate 
reality is that sometimes it takes 
an unexpected event or security 
breach to prompt an organization 
to make the investment in a new 
access control system. Ideally, an 
organization should migrate before 

there is a problem, especially when 
the current system uses legacy 
technology that is easily breached.

Learn more about how to upgrade 
your access control system and why 
HID Global is trusted by millions 
of companies around the world to 
safeguard their facilities, assets, 
networks, and cloud resources by 
visiting hidglobal.com/solutions/
dynamic-access-control.

Sometimes it takes an unexpected security breach to prompt an 
organization to make the investment in a new access control system.

http://www.hidglobal.com/solutions/dynamic-access-control
http://www.hidglobal.com/solutions/dynamic-access-control

